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ICT GUIDANCE 2010

INTRODUCTION

This guidance is intended to give Association and Division Secretaries information on how to approach
acquiring ad using technology to assist local support for member and local organising activities.

Some of the guidance is best used when you're about t

e.g. a new PC or you’re t iofthelgiuidange acefactigtiesithatqeedito bee | e
done or monitored regul arl y s oviryssaftivareeor backing updata. o f

The headings in this guidance aren’'t exhawstive

entrants in technology appear. The guidance will be split fnsections setup and review, maintenance, en
line tools and compliance.

ICT REQUIREMENTS

Today, very few activities around organising and providing support for members can be done witfiolihe
Union provides the following tools to support your work.

Generic email address

Membership Reports

Member Lookup

Treasurers Spreadsheet

Websites for Associations and Divisions

=A =4 -4 =4 -4

Other tools that you may use include:

Social networking sites e.g. Facek

Smart phones and Blackberrys

Ortline survey tool e.g. SurveyMonkey

Ontline email marketing tool e.g. Dotmailer though there are other free ones available
Skype-phone calls free to other skype users with 1:1 video conferencing

=A =4 =4 -4 =4

Please remember thathis is a guidance document. Tools provided by the NUT are naturally recommended.
Other tools referred to within the document are either requests by other secretafg@snclusionor

examples of typical applications to perform a functiomo access the s the Union provides you will need a
device (PC, Laptop, SmartPhénand an internet connection (fixed, wireless, 3g card/dongle, phone contract).
Your choice will depend on how you like or need to work; from an office, home, mobile or a combination.

I Not all Smart phones will allow access to all the tools provided by the Union; however the technology is
improving all the time and this guidance will be updated as new hardware/devices are tested.
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More information on tools the tools above can be found further on in this document uhdels the union
provide

SEJUP & REVIEW

NEW EQUIPMENT

Most of the equipment mentioned here will focus on PC & Laptops using WindowstiMe some guidance
could be available on Apple Macs but as most will use the former the focus will be ordinary PCs and laptops.

This section includes

Minimum specification PC/Laptop
Software

Printers and photocopiers
Portable storage devices
Databases

Internet service providers
Networking and wireless

=A =4 =4 -4 -4 -8 -9

Please note that this section of the guidance is only for those who are thinking of puratasing
SldALSYyiGd 9EAAGAY T SldA LIYSyYy G LzNDKEFaAaSR Ay GKS f1
functional5 2 Yy Qi 0S5 yaSHRBAIA LaveSy & 2y GKS YIFN]JSi=z AdG R
obsolete if it still does the job there is no need to change.

1 If PCs and laptops are a bit slow after following the guidance, the most it probably needs exs@me
RAM memory and/or good housekeeping.

f ¢K2&S LXFyyAy3d (2 aAdy dzJ F2NI FyR dzAS G(GKS WwWeSYLX |

their websites using existing equipment.

1 As aguide, your IT equipment should not be older than PCs thatorigmally able to use Windows
2000 orearlier versions

9 Those still on windows 98 or older should upgrade at the earliest opportunity.

MINIMUM SPECIFICANGOR PCS AND LAPTOPS
Minimum Specification

Processor A processor or Computer Processing UGPU) is a component that runs the
computer, its main characteristic is speed measured in gigahertz (GHz); th¢
higher the speed the faster the computer.

As a minimum choose@ual core processor, 2Ghz or faster

Memory Memory is used by the processor tarprograms, the more memory or
Random Access Memory (RAM) you have the better.

As a minimun2gb RAMshould be sufficient, though get more if on offer. If
you're using a 1Gb machine or | es




Minimum Specification

memory and upgrade your maclnThis is usually cheaper than replacing th
machine if it is running a bit slow.

Hard Disk

A hard disk stores the data you create and the programs you need to use.
plus Hard Drive- most are about 300GB with at least 7200 rpm SATi#e

latter isthe speed of the hard drive. If you intend to create or store graphics
and other media (pictures, videos, audio) get as much hard disk memory a
possible as this will quickly be used.

DVD/CD Rea(
Writer

This is the Optical drive CD/DVD rewriter allayyou towrite to a CD and
DVD. Look out for SATA DVD RAM with double layer supporting Lightscrib
technology.

Modem for
internet
access

Broadband Modem provides access to the internet via a telephone point. It
say Ethernet R45 port, this is a conraor that looks like a phone connector
but is slightly different. All computers or laptops bought must have a
connection that allows access to the internet though wireless or USB dongl|
are more common for laptops

Wireless

It is best to get a computer #t is wireless compatible so ask the vendor to
make sure. While this is common o
desktops, though this is less frequent an occurrence. More on wireleds/Wi
below

Monitor

As a minimum a 177
with a 19”7 monitor.
resolutions with high colour.

nevcomputets cdme bundled e
Ensure it 1is

Memory card

Memory Card reader is good if integrated though external ones are reason

Reader priced. If you havan older machine without a card reader it would be worth
looking for an external one with a USB connection.

USB ports Most machines have at least two USB 2.0 ports, however the more the bett
these can be used for printers, mouse, keyboard, smart peoand other
peripherals

Operating MS Windows XP Operating system (Avoid Vista and opt for Windows 7))

System

Office These include applications for word processing, creating presentations and

Applications | manipulating data in spreadsheets.

Microsoft Offce includes (Word, Excel, Outlook or Outlook Express) &
PowerPoint depending on which version is purchased.

Network A network card, included in the ¢

connection | to a LAN (Local area network)

Keyboard A Keyboed usually comes bundled with the computer though you can get a
wireless keyboard for a neater sep

Mouse A Mouse usually comes bundled with the computer though you can, like ab

get a wireless mouse. Generally wireless mouse and keyboards cometun




Minimum Specification
together
Graphics Intel graphics processerpreferably GMA line e.g. GMA X4500 Graphics
memory 256mb plus- must be onboard, integrated with the machine.
Purchasing separately will be expensive.
Sound Sound card.
Bluetooth Bluetooth compatible-though only turn on as needed
Laptops The typical minimum specification for a laptop would be as above but with:
CD/DVD RW with Lightscribe drive eithebinlt or external; an external DVD
Laptop DVD ) ’
ptop RW can cost as little as £40.00
Laptop 1 2 "onitor size as a guide or whatever is comfortabiéyou get a smaller
Monitor | aptop or notebook you could inve
a wireless keyboard and mouse for comfortable office use.
. Network card if acessing a LAN and definitely-Wicapable though few laptop
Wireless/ , - :
network woul dn’ tFiilmtadaye Wi
connection

There are currently théll-IN-OnePCs available. These are fairly new and if you want to get
one, ensure you read as many reviews as possible before purchasearhnot as powerful as

a PC but could

possibly work for you; it does depend on how you want to use it.

DESKTOP OR LAPTOP

Your choice of desktops or laptops will depend on how you intend to use each. The table below

will give some indication of when tapchase either.

Desktop Laptop
J Cheaper for more performance J Allow you to be mobile if light version
purchased, therefore easier to wol
away from the office
J Easier to upgrade and repair J Take up less space if used in the offic

J Secure-if location seure

L Easily stolen or broken while mobile
Less easy and more expensive to repair

L Only used in the office but ca L More costly for less performance
connect back to it using a remof

tool

WHERE TO PURCHASE

It is advisable to purchase your PCs laptopd software from well known and/or reputable

outl et s.

When purchasing equipment you

re

pur



extend the warranty, you are still getting a year where should anything happen you can return

the equipment for new or repai . I f the supplier isn’t that we
then you lose that warranty. If this does happen the manufacturer would still honour this but it

is easier to go through the purchaser.

It is important to ensure that equipment is suitabler fuse in an office. Equipment meant for
home use might be cheaper but it may not be suitable for a busy office environment. Again,
your choice of equipment depends on how you intend to use it.

SOFTWARE

Most desktops have the basic Microsoft applicatiosisch as Microsoft Works. This consists of

a word processor, spreadsheet, database and email package. It might, however, be worth
investing in the Microsoft Office that includes Microsoft Word, Excel & Outlook. Outlook Express
is also useful if you prefer

Associations and Divisions that prefer to use #dicrosoft applications should still have at least
one desktop or laptop with Microsoft applications as they are the most commonly used. It
should be possible to purchase licencegditicational pricegather than full cost.

Below in bold, is the basic software you would need on your Pc or Laptop to operate. The others
mentioned should support activities.

Most new machines may come with Office 2007 as a part of the package you may purchase.
Your members athindeed the Union have or will very soon start to use Office 2007. Microsoft
offers a Compatibility Pack that allows those using Office 2003 to view and edit Office 2007 files.

This pack can be found:dittp://www.microsoft.com/downloads/en/default.aspXype Office
2007 Compatibility pack in the search box. A full explanation of this can be found in Circular
10/023 RM.

Operating system | Microsoft XP or Windows 7Avoid Vista- use the linkbelow to compare

http://windows.microsoft.com/enB/windows7/products/compare

Office Applications| Mi cr osoft Wor d, Excel (2003 or
been provenso it is best to go for Office 2007. Office 2010 looks
much like Office 2007 but with small differences that are easily adoy
Office 2003 and Office 2007 are vastly different though there ai
number of 1 day training courses and tools on the Fsoft website to
help with this transition.

Email Outlook express or Outlook

Video, audio player| Microsoft Media Player, Real player or other e.g. Quicktime



http://www.microsoft.com/downloads/en/default.aspx
http://windows.microsoft.com/en-B/windows7/products/compare

PDF files Adobe Acrobat-free but there is a licence costs for the full product

Presentatiors Microsoft Powerpoint

Newsletters Microsoft Publisher; thougliearth has many templates for newslette
and its library will be added to over time.

Zipping files Microsoft has an inbuilt zipping facility that compresses files, group
files for emailing. Alternatively Winzip can be used.

Movie/Video Movie maker included in XP. No video editing software include
editing Wi ndows 7. With Wi ndows 7 Windows
Live movie maker

BROWSERS

Most of us use Internet Exploras a browser for the web mainly because it comesipstalled
with the Windows Operating System.

However there are a few other equally good browsers available if you prefer something
different. These include Firefox, Opera, Google Chrome and Apple Safari.

Firefox, a browser from Mozilla, is the second most used browser. It is designed with simplicity
and security and can be extended to take account of new needs.

Opera is a small, fast standards compliant web browser. It is the most acce&ditdrgly

browser; where other browsers have a number of amt or plugns to fulfil accessibility

needs, Opera has these as standard. Opera is also the preferred browser for devices like mobile
phones and other handheld computers, using Opera MINI.

Google Chrmme, released in 2008 is an opsaurce browser. Chrome has been reported as a

very good browser however it currently doesn’t
(CMS) used to create websites for Local Associations and Divisions. This will be quiteosa comm
occurrence for Chrome. A recent entrant to the market, developers would not have had time to

make their products compatible or the cost may not be justified until Chrome has a greater

market share.

Apple Safari is the default browser for Apple MAC nrachis . Li ke Chrome above,
support the CMS for website for Associations and Divisions.

2 Accessibility tendards that allow disabled users to browse the web with equivalent benefit

8



More on browsers and alternative browsers can be foundi@tnative Browsers

DATABASES

A databas application such as Microsoft Access might be useful for larger Associations and
Divisions. It has more flexible reporting capabilities than a spreadsheet application such as Excel.
Excel, however is an easy to use and flexible tool especially for nhatmgulist of members

from reports downloaded wusing the *“ Membership

COMMUNICATION

INTERNET

It is recommended that at least one desktop or laptop should have access to the Internet.
Access to the internet can be purchased fronmwanber of well known providers. These are

called Internet Service Providers (ISPs). Common examples are BT and TalkTalk. Some ISPs offer
favourable rates similar to home rates but for small business use. These are worth exploring.

The connection should pferably be broadband as this is faster than other methods of
connection and is always on without tying up your phone line. It is not always possible to get
broadband in all areas and you may have to useugabr ISDN connections. You should be able
to check this with your ISP using your phone number and postcode.

For a general look across all suppliersuvtmyw.broadbandchecker.co.\lenter your postcode,
select Home or Business, and it will give you a surgnah whether you have ADSL, Cable,
satellite or mobile 3g in your area. It will tell you where your nearest exchange is and whether it
is ADSL enabled with the maximum download speed you can expect. It will then give you a list of
providers including pries and contact details.

Be aware that you may have to sign up to a set period as per the ISPs contract, this is usually 12
calendar months though some may ask you to connect for longer e.g. 18 months or 2 years.
Most do not ask for a connection fee butsem do t hough this isn’t c¢omi
so competitive at the moment.

Costs vary and are becoming more competitive; the amount of bandwidth (X megabytes) is also
getting better. However, check if there is a limit on usage as the cheaper prowdgréiave a

limit on usage e.g. 10GB per month. When comparing, look into what other services are on offer
e.g. free spam software, antirus and firewall; also check whether the cost includes VAT, or
remember to include VAT when looking at total costs.

Comparing these will enable you to choose the best value solution for your office or use.


http://www.alternativebrowseralliance.com/
http://www.broadbandchecker.co.uk/

hyOS @&2dz KI @S 'y AYyUuSNySiai O02yySOGAz2ys {1SSLI OKSES
as you could find costs has been reduced or is more common, yoetcarorg bandwidth for
the same subscription.

NETWORK

Larger Associations and Divisions based over more than one site may find a Wide Area Network
suitable. A local IT company should be able to implement something for you.

Large associations or associasoim a single office may consider Local Area Network (LAN) as
opposed to a Peer to Peer network. Peer to Peer are fine f8rmembers of staff as if
something goes wrong it affects all connected. With a LAN, if something goes wrong only that
individual(s)vould be affected.

Wireless technology is also worth considering to prevent wiring costs. There are local providers
who can do these installations for you. If you cannot find a good local supplier, a national
supplier who may have satellite offices or neig engineers are also worth using.

WIRELESS

A wireless network could be suitable for networks in a small office or at home. A wireless
network is created using a device called a wireless router. Common examples include Netgear
and 3Com though there arelters equally good on the market. Most ISPs now routinely provide
wireless routers as a part of their internet package, generally this is a better option as they can
set it up for you or advise you on sap.

Questions that should be asked when choosingviteless include how security is guaranteed

and how can you ensure only wusers you want t
should advise 128bit encryption and may mention WEP and WPA2. The latter is more secure
and should always be used. If oOMEP security is available change the hardware to one that
supports WPA/WPA2. WEP on its own is not secure.

Further security should enable you to add specific MadZiresses to your wireless network as
this ensures only the PCs/ Laptops you want to use wingless, does so.

Remember to change the factory password for your wireless if the documentation mentions it is
standard. Once changed, make a note of it and keep in a safe place. You will need it if you need
to reset your equipment for any reason eppwer cut.

3Mac address is a uniqgue number/address that comes with all devices, PCs, Laptops, Servers, games consoles
and even mobile devices like phones and PDAs.

10



Ot her issues with wireless connections coul
building with other offices using wireless and could result in poor communication or a loss of
connection altogether. Also in a building, consistenb ver age coul d be an
spots’ where it is difficult to pick up radi

Transmission would always be lower and less efficient than if the connection was wired.

However, wireless could still be a good solution especially imlibgd where drilling into the
walls are prohibited. It is also cheaper and quicker to install.

PRINTING, FAXING ANNING & PHOTOCOP®IN

Access to printing, photocopying, faxing and scanning functions either from individual devices or
as one multifunctioal device is essential. You may get a rutictional device bundled with a
PC/Laptop purchase.

If purchased separately, the following considerations, if taken into account should provide you
with a best fit.

If you want to print mainly text and printghspeed is important then a laser printer is the most
suitable.

If you mainly print leaflets and newsletters in colour then an Inkjet is a good choice, however
printing black and white on an inkjet isn’t

You may also want to considéryou only need to print in standard A4 size, larger A3 or smaller
A5. However wunless this is done frequently,
that does different sizes.

Most Associations purchase a multifunctional device (print/scapier/fax) to cater for the
multiple office printing needed.

It is also worth reviewing if it would print double sided without manual intervention. Some force
you to print then turn the paper around so it prints on the other side. If you can get double
sided printing ensure it is automatic.

The type of device and cost will also depends on the volume of throughput, pages per minute
(ppm) as well as the number of users printing to the printer. If you have an office of 5 users and
it is a slow printer thentican become frustrating waiting for printouts.

When purchasing any of these devices, make a note of the cost of the consumables e.g. printer
cartridges. A good multifunctional device could cost around £60 but the cartridges can cest £15

11
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20 for each replasment. The cartridges that come with the device are never full so ensure you
purchase a replacement set if you intend to print volumes in its first use.

Associations and Divisions have used external print houses for bulk printing of documents,
leaflets am other materials. These are found locally and it is worth reviewing 2/3 to get the best
price.

PORTABLE STORAGE

USB memory sticks and external hard drives are popular storage devices used to
transfer/transport data or backip data from desktop machinesSecuring these devices is
important following the recenbreachesn data security.

If data is transferred to these devices, they need to be encrypted and/or securely stored. If
these devices are |l ost or st ol enprdectionwillder e me ml
breached.Data stored on desktops or laptops will generally have a login before they can be
accessed, data on external devices do not have this facility and if attached to another machine,

the data will be accessible to that user. If yabbo s ol ut ely need to store
these devices and carry them around with you, then at the very least password the file (excel or

word file). If you can, create it as a PDF and encrypt it adding a password.

These devices should be used as shemmn storage of information; if no longer needed or the
data is out of date, it should be deleted. Membership reports will always have the up to date list
of your members for download.

LF¥ e2dz t2aS8 Fye 2F @&2dz2NJ YSYO SNI@rulessrné btidctera & 2 dz
than ever and there are financial penalties but more critictlere could be damage to the
l'YA2YQa NBLMzilF A2y |yR ONBRAOATAGOREOD

OTHER EQUIPMENT: MOB PHONE, ANSWERSEE, CAMERA & PEOTJOR

Divisions and Associations will idedtigive a telephone and answering machine. This should
preferably have a dedicated phone number in order to separate work and private lives.

There are facilities available that help to prevent lost calls from members or casework
communications.

At least or association have come acrdsfkeceptionist Ereceptionist can forward calls to a
phone number of your choice and send messages-masiéattachments. These start at around
£20 per month so you may decide the mobile costing the same could be suitable. A note of

12


http://www.ereceptionist.co.uk/

warning, with any of these oline products do read the customer agreement on the website or
request one before signing up.

Questions you may want to ask while reading these or speaking to the econmpelude:

Where is your data stored?

How long is data stored?

Who has access to it?

Can it be sold?

If the company no longer exist who owns the data?

How can you be sure the data you believe is destroyed is destroyed and not just
archived?

Is data storedn the UK or overseas?
Can it be transported elsewhere and would you be informed?

= =4 =4 =4 -4 4
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General advice is to work with products that are UK based or/and the agreement answers the
guestions above satisfactorily.

Most companies are okay about changing theirtooger agreement/Terms and Conditions if
the reason is clear.

Consideration should be given to the provision ohabile phonefor the Secretary and digital
camerafor the Health & Safety Adviser.

Digital cameras must have a USB cable for connectionR€/desktop/Laptop or printer for
downloading or printing pictures.

Investment in aprojector, if costs allow, could be useful for training and briefing meetings.
However i f you’'re hiring a venue these acoul
cost.

GRANTS FOR ICT EQUENT

Grants for ICT equipment were not available under the previous Grant Regulations. These new
Grant Regulations recognise that ICT provides an increasingly useful and often necessary
method for Associations and Divisions disseminate information and keep in touch with
members.

For the grants, under this heading only, applications will be considered on a ffested basis,
with consideration being given to the funds available to the association/division.

13
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The focus of thesgrants is on those Associations/Divisions which have either no ICT resources
or inadequate ones.

Grant funding will be available for:
(@) setting up new equipment where there is effectively no existing equipment; and

(b) an upgrade to existing equipment needed asonsequence of normal wear and tear
and obsolescence. In these cases, assistance for equipment upgrades will be available for
equipment which is at least three years old.

Associations will only be able to apply for ICT grants once every three yeatsvahaf funding
provided wil!/| relate to an assessment of the
well as consideration of the level of current association balances. Grant funding will not be
provided for ongoing commitments such as renta£onsumables.

Associations and Divisions can apply for grants to purchase ICT equipment. The relevant part of
the Grants Regulations is set out below and you can co@acah Thompsoim the Organising

and Membership Department 0620 7380 482br e-mail s.thompson@nut.org.ukor further
information.

MAINTENANCE

SUPPORT AND MAINTBRUA

There may be a local organisation that could offer technical support and training for a small fee.
As guidance, the followingasic precautions could reduce the risk of infection or data loss if
maintenance required is undertaken regularly:

1 I CT equi pment usually has a comprehensi ve
advice for minor problems and how to keep the PC runningraoptimum level, for
example, defragmentation.

1 Ensure virus protection software is loaded and updated regularly. There is usually a
small fee for updatesMore on AntiVirus (AV)

i Use spanblockingservices that are avable from most ISPs for a small monthly fee or
free. More on SPAM prevention
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1 If you are using Office 2007 remember to save documents and files in the 2003 format,
for recipients of these documents using Office 2003. Thidlynat be able to open these
documents unless they have the Compatibility Pack loaded.

1 If you are using Office 2003 and receive Office 2007 files, thergiisd ONR &2 ¥ h T 1
[ 2YLI GAOAEAGE t1O1 F2N 2 2o0hRHe MigresofSnelse: | vy Rt 2
http://www.microsoft.com/downloads/en/default.aspxDownload and install this to all
machines in use.

1 Visit the Microsoft website regularly for advice and ensure that patches are applied
regularly; e.g. Windows Defender

1 Unless you have it on good authority or recommendation, do not use free spyware or
spam blockers or other software. Generally companies invite you to use theirs for free or
a small fee but they may be installing rogue ceskor other programs for later ush.is
best to stick to the well known software protectordMore on Firewalls

SECURING YOUR MACHJNOUR DATA AND YREELF

| PROTECTING®URLAPTOP/PC ANDATA

Security is paramount vén using IT to manage workload, though it tends to be postponed until
something drastic happens.

It is worth making the time to introduce a few basic but necessary practices that will protect
your machine, your data and more importantly, yourself.

Onceyolhave i mplemented the | evel of security yol
machine that you expect their use on the machine to be responsible and they should let you
know of anything that causes a problem.

Anyone handl i ng mmatobeg csewodkashoald e encdaunadgedto adopt a
clean desk policy where sensitive data is locked away.

PHYSICAL SECURITY
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Physically securing your equipment depends on the security of your office or other physical
location where the equipment is kepind used.

Laptops, while in the office or fixed location, and Desktops can be locked using Kensington
Locks, securing the machine to an immovable or hard to move part of the office or furniture.
http://www.k ensingtonlocks.co.uk/

While on the move secure equipment out of sight as you would for personal equipment e.g.
cameras, phones etc. Larger equipment like a Laptop or projector is best secured in a car boot
rather than on the seat.

For each piece of hawhre or software purchased, keep a list of the serial numbers along with
date purchased as this will support any insurance claim.

ACCESS SECURITY

The type of access users have to a computer and data should be thought about and controls put
in place if necssary.

Typical restrictions include what data each user can access based on the needs of their role,
what data can be copied and removed from the premises without permission and who can add
applications, download and upload programs and data.

All machineshould be easily locked e.g. via a screen saver requiring a password, for short
periods away from a computer or |l aptop. This c
followed by RETURN to lock the laptop or desktop. Other means is having a timedtlock

where after X minutes of inactivity the machine locks itself until a password is entered.

Note for Windows 7:

I f you're using Windows 7 and it doesn’t have

Programs (1 Click on the Windows Start button
"'{ﬁe:;'-'ﬁz ) |
Type in “netpl wi
| box
Select the Netplwiz program from
/-’ See more results the listof programs.
netpiwz Shutdown
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- = —_—
Advancad

Passwords

Select the *“Ad
You can manage the passwords you have stored on this computer

Under Secure Logon, tick the bq

I as shown in the picture.

Advanced user management I

Local Users and Groups can be used to perform advanced
a1 )

)} user management tasks.
.

Secure logon

"% For added security, you can require users to press I
/"”—J Ctrl+Alt+Delete before logging on. This guarantees that
the authentic Windows logon prompt appears, protecting
the system from programs that mimic a logon to retrieve
password information.

Require users to press Ctrl+Alt+Delete

PASSWORD YOUR MACHIN

Use passwords resnsibly. Keep the main admin password access to a minimum of users;

generally yourself. Place a copy of it in a sealed envelope somewhere safe (just in case you

forget). If you need to share the admin password it is best to create another admin password

e.g. need to share with the PC maintenance person; once their work is done, you can delete the

login or change that password if keeping the access for future use. Always monitor the number

of users created on the mac hrecognisg chdngethie t her e a
password using your admin access. If no one complains after a period of time, delete the user.

ANTHVIRUSAV)
Always have AV loaded and up to date on your machine.

Some Internet providers provide an AV and firewall service epéheir internet service; e.g.

BT Internet Protect £3.50 per mont h. Most mach
subscription to Norton’s AV though you need ta
service.

Mi crosoft hascurhiety MExg®rmistoifdl S’e that i1s free t
like Microsoft updateshttp://www.microsoft.com/Security Essentials/
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Sometimes, quite annoyingly, a new PC will come withhanis software bundled for free. The
hope is after the free few months you’ll subsc
generally have to be uninstalled properly or it affects any new AV software.

I f you don’t want t otandinstallyourowe certainly uni ns

Norton tend to be the most difficult to remove but they have provided a removal tool that will
do this for you on their Symantec websierton Removal Too¥ o u ’ | | need your Proc
hand.

If you want to be really cutting edge, you could try the new Panda Cloud AV. This does all its
processing in the cloud so the instance on your machine igmalrin processing. However be
aware of viruses being introduced via memory sticks and CD/DVDs.

FIREWALL, SPYWARE

Freeware and Adware are free and available for download, the latter is advertisement
sponsored.

Freeware and Adwa tire. Sonercollectinfotmatiory abbaut thre eseramd

their use on the internet, sending this information back to advertisers. Others, like spyware, are

more dangerous and can be used to capture your keystrokes e.g. passwords and this can be

usedto accessyourmacme whil e you’'re using it or even w
constantly so if you leave your machine on while away access is still possible.

Always usé&Vindows Firewallto prevent hackers and other damaging software from gaining

access to youcomputer. A firewall will protect you from malicious software and not broadcast

your machine to the world. It can be configured to prevent any unauthorised updates to your

machine unless you specifically accepuptiate or add some software. Your choafdirewall will

depend on how many machines you want to protect and t
2003, Linux).

I f you’'re using XP, it comes with Wi ndows Fire
download and update. If younachine came with XP, the firewall will be on by default.

Equally us&Vindows Defendetto scan for spyware and other unwanted programs.

Updates and patche€Ensure you are ufp-date on Windows updates; these are free with
registered copies of Microsoft pducts.

INFORMATION O8PAM
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Generally, providers ofyourma i | woul d provide a facil-ity for
mail facility, Generic-enails, has a solution to reduce or prevent excessive spam.

If you have acquired other-mail addresses fromour ISP, they generally have a solution
provided free or for a small extra fee.

If you have linked your-mails to your copy of Outlook on your desktop/laptop, use the junk
mail facility to filter out any unwanted mail.

The facility allows you to contrtthe kinds of messages you receive and from whom you want to
receive them. As a default the junknaail filter is already turned on, but you can control the
settings.

How to?
Using theaCTION®nenu within Outlook 2003/200%elect' Junk emailQYink e-mail optionsQQ

From here there are a series of settings you can use to block unsolieited€as well as
particular foreign emails. Inoptions, ensureat leastLow’ , i s sel ected.

Avoid being Blacklisted

For those sending-mails as part of your markeiy/communication activity it is important to
understand some of the r-mal&kanda substanabnumberefgul ar | vy
those addresses bounce back you could risk having youaie(domain) blacklisted as it would

be labelled as a spaming domain. Generally the IP address of younal server or internet
connection would be added to the blacklist and
yourself removed. If you want to know more about being blacklisted start at the following

webste: www.spamhaus.org

To prevent this, ensure themail addresses are valid by using thetagdate list from the
Membership Reports on Hearth.

Ifanemai | bounces back, don’t wsgeaunée.t again until
Use a 3 party tool to send emails especially if it is to more than 50 addresses.

For Privacy, addthemai | addresses to the BCC field so me
addresses.
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BLOCKING PORN ANDHER UNSAVOURY SITES....
Whereare the dangers™Mow can you protect yourself?

Websites are not censored and accesses to inappropriate sites are easy, even accidentally. If
found out you are liable to prosecution.

The police or other law enforcement body have the right to cease allrel@ctequipment they
believe could have been used in a criminal act.

This will include your laptops and desktops. They will look for evidence of prolonged and
repetitive access to inappropriate sites, of which some of these could be illegal. They will also
look for patterns of access and any sigws, subscriptions or other pay methods to access these
sites.

You will be held responsible so to protect yourself follow the guidance:

1 Investin a good web monitoring software and ensure it is comprehensivetor y
needs.

1 Webwatcheris one of the best that have more functions than you will probably use e.g.
remote monitoring. The most commonly known onéNistNanny, aimed at parents so
they can prevent unsavoury sites being accessed as well as monitoring what th
children can see; e.g. unapproved chat rooms.

1 Obtainablein the UK and commonly usedMsAfee Total SecurityMcAfee Total Protection

2010

Norton 360 Ver. 4orton 360

9 If others are using your machine, you can also review the sites browsed using history
in Internet Explorer, though prevention is far better thrathe consequences.

=

What if | do need toaccess an illegal or wavoury site as a part of some casework?

No one, whatever they are doing should need to access illegal or unsavoury sites. Some can be
particularly disturbingeamnsdtiefs ybauu’ vtehimeyv eyro ud c
and will not be shocked, you probably will. It is best avoided.

As well as the police, you can report illegal sites, including anonymously, ligeinet Watch
Foundation

flyou need to see a site as a part of the casewct
have it reviewed by the police or via the IWF. You should avoid at all costs viewing such sites

yourself as you may not be able to use your role as a caseworlleferace should your

machine become full of illegal site content.
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What help from government agenci€s

Many countries’ | SPs are coming together and &

some are including pornogr svp$oprewentianéesbesttcarred Thi s
out at source.

More advice on protecting yourself on the web can be found atGlegnetwise website
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BACKUPS

Backups are an important yet often neglected part of runningf#ice. Based on the amount of data
you accumulate, it is worth investing in a portable hard drive to backup data regularly. A good one
can cost less than £100 for a small light version that could easily be ported to another location for
safe keeping.

1. Review what information you have in a typical month
2. Identify which of these changes and the frequency e.g. applications canibstaied and
woul dn’'t change much. Data changes frequent]|
3.1 f you’'re gett i ndgotddaihgao itfthenoold datalcan ard sShoulddbe
deleted though you may want to keep stats for your personal monitoring
4. | f you do add to our data then you’'ll need t
existing information.
5. Other changing data and doments, (emails, casework correspondence, contacts), should
be backed up regularly. You will need to decide how often depending on how busy you are
as to whether daily or weekly.
6. Decidewho will do the regular backups so consistency is maintained.
7. XP allavs you to do a snap shot of your machine and this should be done regularly. It is
particularly useful for reverting back should your machine becomes corrupted by a virus or
other. This should be used in the first instance before rebuilding your machihesaglicker
and generally solves most issues.
8. Purchase a memory stick or mobile hard drive or CDs/DVDs so data can be stored away from
the PC/Laptop in a safe place.
9. Itis useful to password files with important information e.g. word or excel filesalbgif
you haveWinZip, you can zip whole directories and use the encrypt icon to attach a
password to all files. Zipped files stored on a removable memory device would still be safe
should the device get lost or stolen.
10. Equally you can encrypt key docanis and data on your CD PC or laptop in XP.
This is done by selecting the folder or file thaght clickon the folder or file in windows
explorer.Choose.....PropertiesClick Advanced . . . . and tick the option

cont ent s t oEngypteddileséolddrawilléoe displayed in green.
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11. Encrypted files can be decrypted using the same methoahiaycking the label option
‘“encrypt contents to secure data’

12. Once files or folders are encrypted, only you will be able to read those fitbkkolters.

13.Ensure that you're |l aptop or desktop has a |
laptop gets stolen, no one else will be able to access those encrypted files.

14. If you have any data that is particularly valuable and is unlikely to chaogk,as photos or legal
documents, you should also consider archiving thesadafe longterm storage, perhaps on a

monthly basis.

Backing up in Windows 7: Watch the video

http://windows.microsoft.com/enrus/windows7/Backup-your-files

Windows 7-general support and maintenance

http://windows.microsoft.com/enUS/windows7/help

XP-general support & maintenance

http://windows.microsoft.com/enUS/windows/help/windowsxp

3" Party tool-Acronis orline backugds worth a lok. It is reasonably priced and claims access from
anywhere.

REMOTE ACCESS TO RGAC

There may be occasions when you’'re out of the of
Technology is available today that will allow you secure access backrt®@ou

While there is some information on what's avail a
need to do some research into each to find one that suits your needs.

Examples include *‘Webex’, ‘“Logmein’emon e’ @QatcemyspcC
into the Google search engine.

Most applications will need to be set up prior to you needing to use it and these are the more secure
ones.
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COMPLIANCE

DATA PROTECTION

The Union is registered with t hibleforDdteoProtectioni on Con
fulfilling our data protection responsibilities. This is reviewed annually and added to as needed.

The data we share with Secretaries and other officers is based on their role within the union. A
user’'s role deteami hasewhetbes thewmembers dat a
Access to data is via a secure login on the Hearth website. The Membership Reports and Member

lookup facilities are only visible if the role requires it.

While you may be able to see more infornzation a member via the Member loalp facility, the
data you're allowed to download is restricted to

If you, as a Secretary or other officer of an Association/Division, find you have collected other
information e.g. date of bift, which together with other data is capable of identifying an individual,
it is your responsibility to ensure this information is protected and deleted when no longer needed.

I f you downl oad members’ data fr onauthbesadta h f or us
process this data, it is your responsibility to ensure they treat the information as private information
and adhere to Data Protection principles.

Saving data on |l ocal machines for | ongerupt han i s
to-date data is available eine at anytime.

More information on data protection and its principles can be found on@@website

There is further advice on SPAM in the sectiiormation on Spam

There is also more comprehensive advice and informat:i
“Education and r el at e dUndestanting Dat®Rtectoracy ", i n particul ar

DISABILITY

While this guidance isn’t about employing peopl e
want to employ a person that is disabled.

The Disability Discrimination Act 2005 defines the people that are classed as disabled. There are
many organisations that offer advice on disability and provide practical support and training for
disabled staff and there could be access to grants for ICT aids to support a disabled person while in
work.
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The | ist bel ow i sn’t inematianuThere isyaéso dormetgood informaticthe s s o n
on the Directgov website.

Disabled access to Computirmtp://www.da2c.org/

Adaptive Technologwwww.abilitynet.org.uk/

Ergononics: http://www.keytools-ergonomics.co.uk/

ENERGY SAVING ANDCRELING

Energy saving and reducing energy cost initiatives is worth some consideration especially when purchasing
equipment.

Most suppliers e making their equipment energy efficient or provide software tools to put equipment to
sl eep when not in use. While this helps, the equi pmen
efficiency will reduce energy bills.

If purchasing newauipment enquire about its energy efficiency and whether it meets any of the standards
available.

Energy standards for computer equipment are fairly new; new PCs and other equipment may have a label
showing how energy efficient or the energy start it lrahieved http://www.eu -energystar.org/

One of the best on the market for PCs is a BroadLeaf computpr/www.very-pc.co.uk/broadleaf/

This is relatively newand it is best to do some further research to ensure it will meet your needs.
I f you're replacing your equipment because they no | ¢
trash is no longer allowed. There is something called the WEEE dirativ@rohibits the dumping and

disposal of electrical equipment with the normal household or office waste. You should be able to contact your

local council on how to dispose of such waste.

Alternatively, if your equipment still works it can be donatedrieeycling with a number of reputable
organisations. The Union uses Computer Aid International, a small fee is paid for removal but they wipe all
data from any machines and recycle it for a number of international good causes.
http://www.computeraid.org
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TOOLS THE UNION PRDKE

Hearth

Hearth is the online interactive support centre for NUT local officers and staff. It is a password protected site
and requires registration. The site URIwigw.teachers.org.uk/user/logior www.teachers.org.uk/Hearth

What 6 2 on

emai l
directory

Of ficers
Of ficers
Circulars
National events calendar

Forum and blog facilities

Resourceentre with templates, images and logos
Quick member lookup

Members report download

Campaign materials and resources

Advice and guidance materials

Latest news and information

Publication order tool

New improved search facility

And much more

=4 =8 =4 =4 -4 a8 88 -a 888 s

All associatin and division officers are entitled to a Union officer email address as follows:

Association/Division Secretary secretary@assoc.nut.org.uk
Association/Division Treasurer treasurer@assoc.nut.org.uk
Association/Division Health and Safety Advisers h&sadviser@assoc.nut.org.uk
Association/Division Equal Opportunities Officers equalopps@assoc.nut.org.uk
Association/Division Membership Secretaries membsec@assoc.nut.org.uk
Association/Division Learning Reps ulr@assoc.nut.org.uk
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If you do not have an officer emalil, please contact the web teamedi@nut.org.uk

How do | register?

1. GO TOHTTP://WWW.TEACHERRG.UK/USER/REGISTER
2. Have your mendrship number, email address and post code to hand
2. Click orcreate new account

3. Enter required details in provided fields

4. Click oncreate new accounto submit

5. A password will be sent to your email address instantly

Tips!

9 Hearth tutorials and training guigeare available ihelp and supporton Hearth.

1 Not sure where to find things on Hearth? Why not use the sitemap or the new improved search
facility.

1 You can access your officer email from your blackberry or iPhone. For blackberry, see the set up
online mge at http://na.blackberry.com/eng/support/blackberry101/setup.jsp#tab_tab_email
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Ontline Tools

SOCIAL NETWORKING

|FACBOOK AND OTHER SQCNETWORKING SITES

Use of social networking sites are becoming common place. They are useful tools if used correctly with its
purpose clearly defined. However like most Internet tools developed to encourage communication it is
exploited by a minority and hence care must bkea to protect ourselves and others.

If using withina school
Find out if there are any policies at the school or the local authority

Always remain respectful and professioirahll communications posted even if it is privately to a
friend.

Keep a sepata Facebook based on your audience e.g. if students find your Facebook page for Union
activities, don’t invite them in.

Keep a separate Facebook account for Family and friends.

If signing up to use Facebook within a school, use an official schoalladdress and logins linked to
the school. In this instance, using Facebook to support a lesson within the school, written guidance on
what' s acceptable for posting by students must

It is not recommended that teachers are encouragedise Facebook or any other tool to converse
with studentsoutside an official capacity

Set profiles to private and review regularly

If you create video/audio clips ensure they can be found e.g. Place on your website rather than say,
YouTube, or havelak to it that you maintain

If blogs or discussion groups (DG) are created, ensure they are moderated.

Create blogs or discussions that are time limited allowing you control over your available time to
monitor effectively.

Once a blog/DG is closedise the material to write a fact sheet or paper for your website.

If you need more information on using Facebooknail a request to the Hearth helpdesk and it will be
considered for inclusion in future guidance.

SURVEY PROTOCOLS
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Introduction

Surveys are aseful means of gathering information in a timely manner. Some good practice on doing a survey

is included here.

Surveys sent should follow a-codinated approach ensuring members or recipients being surveyed are not

achieve the maximum benefit and information from those being surveyed by using the least amount of
guestions and least volume of surveys within a time period.

When to survey

It is important to determine the best time to do a survey. The timing of surveys should complement past,
current and future surveys as well as events relevant to the survey; e.g. if planning to change a training
briefing session for school reps, send a sua&yglose as possible to the last briefing while the event is still
memorable.

How to survey

oweaurr veyed’' or aorsénilaa quéstods withina sheraspaee of time. It is also important to

I f the same survey needs to go out to the same group
survey to ensure maximum return.
Survey good practice
1. What will the survey achievewhat do you expect to result from the responses.
2. What can you feed backpeople are more interested in filling in a survey if there is feedbdtlou
don’t 1intend tthisnfarages bxpectitions.ay s o
3. Keepsurey s short and relevant e.g. if you want to ‘g
with the groups rather than asking for age or DOB.
4. Ifasking fopersonali nf or mati on, include a Iink to the Union
statement,as relevant.
5. I nclude ‘“other’ or ‘not applicabl e’ , especially f

though don’t have too many open ended questions.

6. Testyour surveys as some questions, especially matrix questions or multiple choices, caiybtot

answer. The first indication to recipients that they have to choose carefully between one answer very

close in meaning to another will cause them to abandon the survey.

Surveys can be used ¢et feedback as well as elicit information. Questitirest need attention when
surveying members include:

If sharing, with whom will the information be shared?

One of the easiest tools on the market ligtp://www.Surveymonkey.com
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SELECTING AMAIL MARKETING TOGIHRVICE

E-mail marketing is an electronic means of communicating with members on a reguaocaat oneoff basis
using emails. It is a more structured approach sending newsletters and recognisable mail to an audience likely
to read and react to the infonation.

It has become such an effective marketing approach that it is widely, has its own spediifie software tools
by a variety of vendors of which some are free.

CORE FUNCTIONALITY

The main functions in an effective and usefuhail Marketing tol include:

e i

Ability to upload email addresses with an identifier e.g. most will ask for a .csv file which is an excel

file saved as .csv or created as .csv. All reports downloaded from the membership reports in Hearth is

a .csv file.

Accesstoatemplatei br ary so you don’'t have to start from
Ability to edit your template, preferably using tools and icons available are as similar as possible to

those in word; e.g. cut, paste, fonts, tables etc

Ability to upload pictures and images e.g NUT logo

Asimple way to insert default instructions e.g. unsubscribe. In some packages these are under the
‘“I'nsert Action’ menu or tab. Some products go fur
upl oaded the person’s name mayidu gcoaens pteor sDoemaarl i“sFe rss
Ability to create links easily with links used regularly stored.

Preview button to see how the-mail will look

Ability to test send your -enails

Ability to view reports on your campaign e.g. how many opened it, numbeowfite backs etc.

. Reports should show emails sent, delivered, opened, forwarded, bounce backs and unsubscribes as a

minimum.

VALUE ADDED FUNCTMDN'Y

11.
12.
13.

14.

15.
16.

Ability to import other formats for email addresses in addition to .csv

Ability to size images, if nowailable you will have to size it prior to uploading.

Spam check button that allows you to evaluate, automatically, if yeua# campaign could be

classed as spam.

Abil ity to gener at e anailcanlpagn for tHose xetelvingmesls viaitheim of you
blackberrys and other hand held devices.

Reports that show links clicked, replies, non opened and ROI

Ability to schedule when the-mail campaign goes out, by selecting a date and time.

E-MAIL MARKETING TYRICSTEPS

After doing a few amail marketing campaigns, the steps taken will become second nature. However to get you
started you may want to consider the following:
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1. Prepare folder or document of the content and images you will need for the campaign so these are
readily available

2. Convert your email address list to a csv file and store in the same place. If you receive an Excel file
from RSS ensure this is a csv file or convert it by saving it as a .csv file.

3. Have a draft of how you would like your template to keethis will help when creating or amending a
template below

4. Login into your email marketing tool e.gyww.dotmailer.co.uk

Fromhereyouei t her create a template fr stip;hencewhy3 h, one
above is important; you can use one of the templates provided and change it to suit with NUT logos
and images or reise a template you previously created.

5. Add default links (e.g. unsubscribe) and links specific to the campaggridevard to friend). The
default link, unsubscribe must be added as it is a legal requirement.
Insert other links e.g. tavww.teachers.org.ulbut not links to hearth unless all cann access hearth.
8. Create the plain text version of themail, as so many of us have blackberrys and other handhelds,
our members may too.
9. Do a ‘test send’, one is alreamhaddrtesseat ed but chec
10. Upload your addresses ugityour .csv file-there should be the facility to do this.
11. Send the Campaign
12. View your campaign reports and deal with any isswes. g. i f t here are ‘“hard’ b
these. If it is possible to collect upp-date email addressekcally, do so and send to RSS to be
added to the membership system. It is important not to reserdals to hard bounce backs, these
are generally spelt incorrectly or may no longer be valid.

~

SKYPE

Skype is everywhere and well used throughout the wdtltés a means of voice communication, much like a
telephone but through your computer.

It can be used to make free calls to other Skype users or paid/subscription calls to other phones.

It is easy to sign up to Skype but like all other utilities likedhithe internet, your profile and security settings
need close attention before use.

Skype needs you to download some software from their website and register to use the facility.

Following this there are many other uses e.g. you can video call somegmelifave a camera on your
Laptop/PC.

Skype for personal use can be used but it is worth looking at their business facility as it offers a bit more.

http://www.skype.com/intl/en-gb/download/skype/windows/business/
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